Essential ideas � II

Policy (service-specific)

• which PRINCIPALs may invoke its METHODs

� access control must be resource-specific

• clear specification via formal languages

� enable static analysis of policy

Access control strategy

• specify control of access in terms of ROLEs

� of this and (possibly) other services

• define policy for a service by formal languages:

� conditions for entering each ROLE

� controls on invoking each METHOD